Privacy Policy
Pterodactyl, LLC, dba LegacyVault.com (“LEGACYVAULT”) is committed to
protecting your privacy when you visit LegacyVault.com or pages with the
LegacyVault.com domain name or use its Services. By using or accessing this
website, or any website hosted at the LegacyVault.com domain name (the
"Site"), or by using any of the content hosting and sharing services provided via
the Site (including without limitation any APIs) ("Services"), you ("You" or
"Member") agree to be bound by the terms of this privacy policy (“Privacy
Policy”). Please read the terms of this Privacy Policy carefully. If you do not
agree to these terms, then you may not use or access the Site or any of the
Services. Please review this Privacy Policy periodically as we may update it from
time to time. If this policy is updated again you will be notified with a screen
message as you access your account or via email.
Each time you visit the Site, use the Services, or provide us with information, you
are accepting the practices described in this Privacy Policy. This Privacy Policy
incorporates by reference LEGACYVAULT Terms and Conditions and
LEGACYVAULT Acceptable Use Policy (collectively, “Agreement’). You agree
that by using the Site you are expressly and affirmatively consenting with the
terms of this Agreement.
As a condition of using the Services of LEGACYVAULT, you agree to provide
certain personal information. This information includes, but is not limited to: full
name, postal address, phone number and email address as well as your
computer's unique IP address, financial/credit card information and demographic
information.
Children's Privacy
This service is for use by adults over the age of 18 only, and any data entered
into your account concerning any minor children of any age is encrypted and
cannot be read or accessed by any LEGACYVAULT personnel. LEGACYVAULT
recognizes the privacy interests of children and we encourage parents and
guardians to take an active role in their children's online activities and interests.
This Site is not intended for children under the age of 13. LEGACYVAULT does
not target its Services or this Site to children under 13. LEGACYVAULT does not
intentionally collect personally identifiable information from children under the
age of 13.
Password / Security
Your data is encrypted using a security key automatically created when you
make your LegacyVault account. This security key is then encrypted with your
password, which is not stored on LEGACYVAULT servers; however a hash to
confirm your correct password is stored on LEGACYVAULT servers. When you
login to your account, your security key is decrypted with the provided password,

and we are then able to access your data for the duration of your session. This
means that your security key can only be accessed with your password, and
even LEGACYVAULT personnel cannot see any of your data. If you lose your
password, your data is only recoverable if you have selected and your
account activators have accepted the appointment. It is important to
complete the setup of your activation system, which provides an only method of
recovering your security key.
Pursuant to the terms of this Agreement and LEGACYVAULT’s policies, YOU
ALONE ARE RESPONSIBLE FOR REMEMBERING YOUR PASSWORD, AND
WE MAY NOT BE ABLE TO HELP YOU IF YOU FORGET IT. WHILE YOUR
ACCOUNT CAN ALWAYS BE RESET WITH A NEW PASSWORD, THIS
WOULD DELETE ANY ENCRYPTED DATA ON LEGACYVAULT SERVERS.
How Your Information is Used
You can generally visit our Site without revealing any Personally-Identifiable Data
about yourself. In order to use the Services, however, we will collect personally
identifiable information, such as your name, address, email address, phone
number, username, credit card number, and other information (collectively,
“Personally-Identifiable Data”). Additionally, we may invite you to participate in
surveys, questionnaires or contests, contact us with questions or comments or
provide us with feedback, which due to the nature of some of these activities,
may include the collection of Personally-Identifiable Data. Additionally, by
accessing the Site or using the Services, we might collect additional data as set
forth below in the Aggregate Information paragraph below.
We also may use your Personally-Identifiable Data to register you to use our
Services, confirm your identify, contact you to deliver certain services, news or
information related to the Services, verify your authority to use our Services, and
improve the content and general administration of the Site and our Services. If
you are unwilling to allow your Personally-Identifiable Data to be used as
described in this Section, you should not sign up for or use the Services.
Subject to the terms of this Agreement, no information of any kind is
provided to any third party. WE DO NOT SELL DATA TO ANY THIRD
PARTY.
LEGACYVAULT does not open, access, scan, or read your stored content files,
but does use information about the type of content (i.e., music, video, text, etc.)
in order to enhance your experience as a user of the Service.
Use of Demographic Information
LEGACYVAULT may use your demographic information to perform business
analyses or to tailor the Site and communications. We will not share any

anonymous aggregated demographic information with advertisers and other third
parties.
Aggregate Information
The Site may track the total number of visitors to our Site, the number of visitors
to each page of our Site, browser type, and IP addresses, and we may analyze
this data for trends and statistics in the aggregate, but such information will be
maintained, used and disclosed in aggregate form only and it will not contain
personally identifiable information. We may use such aggregate information to
analyze trends, administer the Site, track users' movement, and gather broad
demographic information for aggregate use.
Cookies
Similar to other commercial websites, our website utilizes a standard technology
called “Cookies” and web server logs to collect information about how our
website is used. A cookie is a very small text document, which often includes an
anonymous unique identifier. When you visit a website, that site’s computer asks
your computer for permission to store this file in a part of your hard drive
specifically designated for cookies. Each website can send its own cookie to
your browser if your browser’s preferences allow it, but (to protect your privacy)
your browser only allows a website to access the cookies it has sent to
you. Your browser prevents that site from accessing cookies from other sites.
When you log onto and browse our website, our website server automatically
receives and records information on our website server logs from your browser,
which may include your IP address, cookie, page(s) viewed, the date and time of
visits, and time spent on our website. We do not link any information we store in
“cookies” to any personal identifiable information whatsoever.
LEGACYVAULT uses cookies to differentiate you from other users and to
improve your user experience. In addition, cookies, in conjunction with our
server’s log files, allow us to calculate the aggregate number of people that visit
our site, and which part of our website draws the most visits. This helps us
analyze trends in order to improve our website and better serve our customers.
Links to Third Party Sites
The Site may provide links to other Web sites or resources over which
LEGACYVAULT does not have control (“External Web Sites”). Such links do not
constitute an endorsement by LEGACYVAULT of those External Web Sites. You
acknowledge that LEGACYVAULT is providing these links to you only as a
convenience, and further agree that LEGACYVAULT is not responsible for the
content of such External Web Sites. Your use of External Web Sites is subject to
the terms of use and privacy policies located on such External Web Sites.
Security

We employ procedural and technological security measures that are reasonably
designed to help protect your Personally-Identifiable Data from loss,
unauthorized access, disclosure, alteration or destruction, which includes
encryption, password protection, and other security measures to help prevent
unauthorized access to your Personally-Identifiable Data. The data that you
transmit as part of your use of the Services (“Storage Data”) is in encrypted form
and LEGACYVAULT does not have access to your Storage Data in its
unencrypted form.
Correction/Updating Personally Identifiable Information
LEGACYVAULT provides you with the ability to review, correct and delete any of
the Personally-Identifiable Data that you have provided to us; provided, however
upon deletion you must cease using the Services since we will no longer be able
to provide the Services to you. If you wish to review or correct any PersonallyIdentifiable Data you have provided to us, you may access your account using
the LEGACYVAULT application.
Financial Information
When a user uploads payment information, it is sent to Authorize.net (encrypted
over HTTPS), who then gives us a unique ID to reference that payment
information, which is then encrypted in our system, that ID is only associated with
that specific account. The card/bank-specific information is then stored entirely
on Authorize.net. If a user chooses to save a payment method, it's currently
stored on Authorize.net's servers indefinitely. If they choose to use a payment
method but not save it, the information will be removed from Authorize.net
immediately. If the user chooses to delete an existing payment method, it's
removed from Authorize.net at that time. LEGACYVAULT does not store
Member’s payment information.
Disclosure to Governmental Entities
LEGACYVAULT may disclose specific contact information when we determine in
LEGACYVAULT sole discretion that such disclosure is necessary to:
1. Comply with US laws.
2. To cooperate with or seek assistance from law enforcement.
3. To protect the interests or safety of LegacyVault.com other visitors to the site
or users of the Services.
Also, only your contact information may be passed on to a third party in the event
of a merger, acquisition, consolidation, divestiture, or a bankruptcy of
LEGACYVAULT.
Dispute Resolution

We are committed to resolving any dispute you may have regarding our privacy
policy quickly and efficiently. Disputes will be handled by our customer service
representative. Please email support@LegacyVault.com with any issues, our
customer service will promptly correct any errors.
Opt –Out Policy
You are able to Opt-Out of any automated feature included on out site. For
example, if you do not wish to receive any newsletters of site upgrades you can:
1.
Turn off the Newsletter Notification option on your DashBoard; or
2.
Opt-Out on the link at the bottom of any newsletter you receive.
How to Contact Us
If you have any questions regarding this privacy policy or information that you
have submitted to us you can contact us at:
Email: support@LegacyVault.com
Disclosure
We may provide your Personally-Identifiable Data and the data generated by
cookies and the aggregate information to the vendors and service agencies that
we may engage to assist us in providing our Services to you. For example, we
may provide your Personally-Identifiable Data to a credit card processing
company to process your payment. Such third party entities will be restricted
from further distributing your Personally-Identifiable Data and from using your
Personally-Identifiable Data for commercial purposes and may be obligated to a
written confidentiality agreement that is at least as protective of your PersonallyIdentifiable Data as the terms of this Privacy Policy. We will disclose your
Personally-Identifiable Data if we reasonably believe we are required to do so by
law, regulation or other government authority. We will not sell your PersonallyIdentifiable Data to any company or organization except we may transfer your
Personally-Identifiable Data to a successor entity upon a merger, consolidation or
other corporate reorganization in which LEGACYVAULT participates or to a
purchaser of all or substantially all of LEGACYVAULT's assets to which this Site
relates.
LEGACYVAULT's policy is to notify a user of a request for their personal data
stored on our servers prior to disclosure unless prohibited from doing so by
statute or court order e.g. U.S.C. § 2705(b).

LEGACYVAULT uses Plaid Technologies, Inc. ("PLAID") to gather End User's
data from financial institutions. By using our service, you grant LEGACYVAULT
and Plaid the right, power, and authority to act on your behalf to access and
transmit your personal and financial information from the relevant financial
institution. You agree to your personal and financial information being
transferred, stored, and processed by Plaid in accordance with the Plaid
Privacy Policy.

